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Abstract. The implementation of a federated access system for GSI’s local

Lustre storage using XRootD and HTTP(S) protocols will be presented. It aims

at ensuring a secure and efficient data access for the diverse scientific commu-

nities at GSI. This prototype system is a key step towards integrating GSI/FAIR

into a federated data analysis model. We use Keycloak for authentication, which

issues SciTokens through OpenID Connect, while LDAP manages local users.

After successful login, a JSON Web Token (JWT) is created with appropriate

read and write permissions. This token is passed to XRootD’s multiuser plugin,

which performs the requested operations as the specified user. We also devel-

oped an easy-to-use web interface to improve the user experience. This feder-

ated access model enhances the security, scalability, and usability of GSI’s stor-

age systems, making it a strong solution for modern data management needs.

1 Introduction

The Facility for Antiproton and Ion Research (FAIR) at GSI will generate substantial volumes

of scientific data requiring robust management solutions. This paper presents our approach

to implementing federated access to GSI’s local Lustre [1] storage through XRootD [2] and

HTTP(S) [3] protocols, forming a foundation for FAIR’s evolving data infrastructure needs.

Our development was guided by three key objectives. First, we aimed to provide flexible

data access through both command-line interfaces and web browsers, accommodating the

diverse workflows of our scientific community. Second, we sought to implement a secure

authentication system by integrating GSI Weblogin with SciTokens, enabling standardized

access for employees, guests, and visiting scientists. Third, we leveraged POSIX [4] file own-

ership and permissions as the underlying access control system for the filesystem to maintain

compatibility with existing systems while providing fine-grained security.

This work represents an important step toward integrating GSI/FAIR into broader data

federation initiatives. The following sections detail the implementation approach, architec-

tural decisions, and lessons learned during deployment of this system.
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a User’s browser downloads client-side JavaScript application from web frontend.

b Client-side JavaScript application communicates with web backend.

c User’s browser displays authentication interface of identity provider as in figure 3.

d Web backend communicates with identity provider.

e Web backend forwards user requests along with token to XRootD.

f XRootD verifies token signature against public key of identity provider.

g XRootD looks up POSIX username with Weblogin username claimed in token.

h XRootD performs actual file I/O operations on behalf of POSIX username.

i User’s browser or CURL sends file requests directly to XRootD.

Table 1. Summarizes the component relations from a to i as visualized in figure 1.

vice has been deployed. It serves a list2 with each item comprising the Weblogin as well as

POSIX account username.

The dedicated host (punch2.gsi.de) runs multiple services deployed solely for the purpose

of the XRootD/SciToken-based access to the Lustre storage at GSI. The mapfile updater client

requests a new list every 30 minutes and stores it as semi-static cache for XRootD’s multiuser

plugin [10]. When the user agent communicates with XRootD, it passes along a JSON Web

Token (JWT) [11] adhering to the SciToken scheme [12] as required by the multiuser plugin.

This token is issued by the identity provider (id.gsi.de) as described later in the respective

user authentication flow. It claims the authenticated Weblogin account’s username which

is then mapped to the POSIX account’s username by the multiuser plugin according to the

mapfile. XRootD then performs I/O on behalf of the POSIX account. These accounts are

deployed by the SSSD service which has its own LDAP service account privileged to retrieve

the POSIX account IDs, usernames, and permissions. The last two remaining services are

the newly developed Web Frontend and Web Backend. They implement the Web Access

Interface which complements the Command-Line Interface to provide an alternative user

workflow.

3 Web Access Interface

The web access interface of our system is structured around two primary components: A

frontend web application that users interact with directly, and a backend web service that

handles data access requests and authentication. This division allows us to provide a user-

friendly interface that leverages modern web technologies while maintaining robust security

and performance for data access operations.

3.1 Web Frontend

We implemented the frontend using Vue.js [13], a progressive JavaScript [14] framework

for building user interfaces. Vue.js was selected for several key advantages: Its component-

based architecture enables reusable and maintainable code; its reactive data binding system

2The list is generated on demand when requested by fetching all entries via a dedicated LDAP service account

with restricted permissions for retrieving only the accounts’ usernames.
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